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Note on Future Threat and Risk 
 
Introduction 
 
The Strategic Threat and Risk Assessment (STRA) process which the Force has 
undertaken for the last 2 years, is to enable the Force to better predict future 
demand taking into consideration current threats and risk. This allows the force to 
allocate its resources based upon demand to provide the most efficient and effective 
service to the public. CoLP is the first force in the UK to conduct a STRA process 
across all aspects of its business, including support services.  
 
The process for 2017-18 has now concluded and yielded an outcome for a 
requirement of an additional 72 posts being identified to mitigate the threat, harm 
and risk of delivering against our Control Strategy, The Policing Plan and the 
National Strategic Policing Requirement. It is acknowledged that the Force is just 
about to commence a change programme, the CoLP Transform Programme, but the 
planning for this is anticipating 2-3 years for full implementation of the change. 
However, based on the STRA findings for 2017-18 the Commissioner recognises 
that some of the top risks require immediate mitigation with an increase in resources 
owing to critical capacity and skill shortages in some key areas. To this end, the 
Commissioner secured approval from Police Committee to agree to an increase in 
the police officer establishment of 20 posts that can be applied to address immediate 
threat risk and harm.  
 
Current Position- Strategic Threat and Risk Assessment 2017-18 
 
Overall performance issues can be summarised as: 
 

 Acquisitive crime has increased from 2936 last year to 3162 this year  

 Victim satisfaction is just below 85%  

 CT patrols take on average of 400 hours per week 

 Op Lightening (hostile reconnaissance reports) increased by 55% in 2017  

 There is currently an upward trend in violence based crime of +2.5% from last 
year (Violence with injury has decreased)  

 There were 56 referrals of cyber crime disseminated to the CoLP in 2016  

 ASB has increased from 821 last to 1304 this year, however this is skewed 
due to the auditing and change of reporting standard of ASB  

 There is a rise of 29% of crimes reported to Action Fraud  

 Intelligence submissions from officers and police remain at approximately 44 
per day in March (37 in February), a steady rise in 2017 since HMIC 
inspection in October 2016  
 

Looking back over the past year, the force has closed a number of intelligence 
gaps - specifically our understanding of human trafficking, modern slavery, 
child sexual exploitation and those with acute mental health problems. It is 
now recognised that all such areas pose a real risk to City communities and, 
as such, have been elevated to our Control Strategy under the banner of 
Vulnerable Persons. We have also fully embedded the UK’s established 
strategy for tackling terrorism and serious and organised crime - CONTEST. 
In simple terms, we now use a four-pronged approach to reduce the range of 
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threats highlighted in our annual Strategic Assessment: PREVENTING people 
from engaging in crime; PROTECTING communities through enhanced 
security and vigilance; PURSUING criminals who persistently engage in 
crime; and PREPARING our response to crime when it does happen. 
 
 

The top risks identified in each Operational Directorate are reported as follows: 
 
Economic Crime: 
 
Increase in economic crime and greater government prioritisation 
Fraud is now the single biggest reported crime type and its importance has grown in 
government, with the creation of the National Economic Crime Centre. CoLP’s role 
as National lead force e is crucial in the law enforcement response. 
 
Skill and staff shortages and abstractions 
A national shortage in Detective / Financial Investigator resources is mirrored within 
CoLP. We continue to recruit from other forces but are looking at other routes into 
the service.  
 
Digitisation including big data and online crime 
Highlighted in the future picture section of 2016 STRA as an area for growth in 
Police demand which has materialised beyond what was imagined and places an 
ever growing demand on resources across the force. 
 
Uniform Policing. 
 
CT Firearms Response 
Ensuring we have the capability and capacity in place to meet the threat and risk 
posed by international terrorism, alongside spontaneous, Bank of England and pre-
planned / close protection firearms demand. 2017 showed that current resources are 
at capacity with little resilience in place. 
 
Project Servator 
Ensuring we have the expertise and capacity in CoLP at all levels to deliver both on 
effective deployments and on the lead Force role of the National Project Servator 
Delivery Team. 
 
Local Volume Demand 
Ensuring we are able to manage, prioritise and respond to crime, road policing, ASB, 
calls for service, licensing and engagement effectively. The work of the CoLP 
Transform Programme will need to examine options for consideration of high 
volume, low harm work we may not be undertaking in the future. 
 
Crime Directorate: 
 
Counter Terrorism 
The current threat from international terrorism is SEVERE, meaning an attack is 
highly likely. The 2017 attacks were focused on crowded places, soft targets, public 
transport and the night-time economy. The City of London continues to remain an 
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attractive target with a high concentration of crowded places, soft targets, iconic sites 
and major transport hubs. Counter terrorism is both a Strategic Policing Requirement 
that is considered a tier 1 risk and also a control strategy priority for the City of 
London Police with the highest MoRiLE scoring relative to other areas. 
 
Cyber 
Under-reporting of cyber-crime continues to obscure both the national and our local 
understanding of its true scale and cost. Despite experiencing steady growth in 
cyber-crime reports into Action Fraud in relation to City of London, we know that 
Cyber Crime is heavily under reported (estimated to be as high as 90%) with the 
Office for National Statistics estimating that there were around 2 million victims of 
computer misuse offences in England and Wales in the past year alone. Cyber is 
both a Strategic Policing Requirement that is considered a tier 1 risk and also a 
control strategy priority for the City of London Police. 
 
Acquisitive Crime 
Acquisitive crime is contained within the Control Strategy priorities for the City of 
London Police and represents a significant proportion of the total of volume crime 
committed upon our communities.  The levels of acquisitive crime remain low but 
rises are being seen against categories for the second year running and the 
predicted growth in the commercial and residential sectors along with the extension 
of 24/7 public transportation and opening of Crossrail will see the footfall in the City 
increase (in excess of 50,000). This increase in population will result in 
commensurate growth of linked activities i.e. restaurants, bars and gyms.  This in 
turn will provide more opportunities for offenders and is likely to manifest itself as an 
upturn in offences committed. 
 
Intelligence & Information: 
 
Force Control Room Staffing 
The current staffing model is inefficient and ineffective in delivering a 24/7/365 
Command Hub capability. Opportunities for savings through civilianisation of roles in 
line with Deloitte’ recommendation. 
 
Testing, Exercising and Debriefing Demand 
A function created without supporting staff / infrastructure model. Demand massively 
outstripping capability and capacity. 
 
Operational Planning /Op London Bridge 
Recent events highlight increasing demand upon the proper and auditable planning 
and resourcing of events including moves to critical threat levels. 
 
This year’s process has yielded an outcome of an additional 72 posts being identified 
to mitigate the threat harm and risk of delivering against our Control Strategy, The 
Policing Plan and the National Strategic Policing Requirement. (Some 39 posts 
additional to these have been identified by the Economic Crime Directorate in 
support of National Lead Force functions. These have been considered as out of 
scope for local funding solutions at this stage. Work is being progressed to address 
this threat through a bid with the National Crime Agency (NCA), to the Police Reform 
and Transformation Board). 
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It is acknowledged that the Force is just about to commence a change programme, 
the CoLP Transform Programme, but the planning for this is anticipating 2-3 years 
for full implementation of the change. The change programme will potentially deliver 
a structural change in the delivery of policing within and beyond the City environs, 
and this will look not only to provide the best service possible to the public but deliver 
efficiencies through rationalising, pooling and collaborating services and resources 
where appropriate. However, the threat and risk is a current threat and risk, and we 
cannot wait for the programme to address all the gaps. 

 
 

 
 
Appendix - The process 

 

The Force Intelligence Bureau (FIB) in the Information and Intelligence Directorate 
develops the STRA. This comprises 3 elements:  
 
The Operational Requirements- these are template documents completed by 
Departments and Units with an overall Operational Requirement being developed for 
each Directorate. 
 
The MoRiLE1 review / horizon scan of the current City of London Police priorities 
which informs production of an annual Strategic Assessment2 
 
The National Strategic Policing Requirement (SPR) 
 
Operational Requirement 
 
Directorate heads complete a STRA Operational Requirement template which 
considers the 3 elements of the STRA triangle. 
 
Demand/future demand  
Resource requirement/future resource requirement  
Services, including prioritisation of services 
 
The final step in the Operational Requirement is to identify what the priority areas will 
be for that Directorate in the coming 12 months. It might be identified that a particular 
function might require growth or re-structure to accommodate any increase in 
demand in this area. 
 
A Peer Challenge panel is held for each directorate, chaired by the Assistant 
Commissioner. The purpose of this challenge panel is to ‘reality check’ the 

                                                           
1
 MoRILE- Management of Risk in Law Enforcement- http://www.excellenceinpolicing.org.uk/wp-

content/uploads/2015/10/1-3_MoRiLE.pdf 

 
2
 Strategic Assessment- this is an analysis of intelligence and information to assess what the policing priorities 

for the coming 12 months should be for the Force and also to identify any intelligence gaps. 

http://www.excellenceinpolicing.org.uk/wp-content/uploads/2015/10/1-3_MoRiLE.pdf
http://www.excellenceinpolicing.org.uk/wp-content/uploads/2015/10/1-3_MoRiLE.pdf
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requirements articulated by the Directorate to ensure they are realistic and evidence 
based, rather than just a subjective view. 
 
A meeting chaired by the Assistant Commissioner is then held to consider the STRA 
Key Findings and that decisions are efficient and effective, whilst also meeting the 
needs of the communities and the public.  
 
Following this board the STRA and the recommendations are presented to the Force 
Senior Management Board for collective agreement and endorsement. The Assistant 
Commissioner will approve and sign off the overarching Force STRA, Human 
Resources Workforce Plan and Training Plan, which are all linked, to ensure the 
force can deliver on its commitments. 
 


